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Foreword

Whilst it is notoriously hard to quantify fraud and corruption has been estimated, by the
National Fraud Authority, to cost UK Local Government at least £2.2 billion a year - money
which, today more than ever, is desperately needed to safeguard valuable frontline services.
This is why it is vital to have a comprehensive strategy in place to govern our anti-fraud
policies and procedures.

The primary aim of this Strategy is to make it absolutely clear to residents of the Council and
stakeholders that, as an organisation and as individuals, we are committed to honesty,
openness, and propriety, in all our dealings. Simply put, fraud and corruption will not be
tolerated.

We will do our utmost to foster a culture in which fraud and corruption can find no foothold,
and any attempt to conduct illegal activity, either internally or externally, will be met with a
united and resolute front. We have clear channels of reporting and transparent procedures to
ensure that anyone, whether members of the public or employees, can have full confidence
that any concerns raised, or reports made will be treated promptly, thoroughly and
appropriately. If fraud is detected, these policies will ensure that internal controls are
strengthened, safeguards are improved, and perpetrators are pursued.

We can never prevent all fraud, but this strategy has been designed to ensure robust
measures are in place to prevent, detect and investigate fraud, whilst at the same time
remaining adaptive and responsive to change, placing us in the strongest position possible
to tackle this threat.
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Executive summary

The Council’s commitment to prevent fraud and corruption in order to protect the public
purse is demonstrated by its deployment of resources to govern, acknowledge, prevent,
detect, pursue and protect residents and the Council from fraud and corruption. The Counter
Fraud team and Legal Services will take the strongest action to protect Havering’s resources
and assets, including the prosecution of offenders, where it is deemed to be in the public
interest to do so.

The Council will not tolerate fraud or corruption by its councillors, employees, suppliers,
contractors, customers or any other attacks on its resources by criminals and will take all
necessary steps to investigate all allegations of fraud or corruption and pursue sanctions
available in each case. This includes removal from office, dismissal, prosecution and robust
recovery of losses through both civil and criminal means.

The strategy will adhere to the Council’s three strategic objectives:
e Supporting our residents to stay safe and well
e A great place to live, work and enjoy
¢ Enabling a resident-focused and resilient Council

In addition to the three strategic objectives, the strategy is based upon the five key principles
identified in the Fighting Fraud and Corruption Locally Strategy for the 2020’s

Introduction

Purpose

The Anti-Fraud and Corruption Strategy outlines the London Borough of Havering’s firm
commitment to minimising the risk of loss to the organisation resulting from fraud and
corruption both internally and externally. The purpose of the strategy is to demonstrate the
Council’'s commitment to the highest standards of accountability and to protect its assets.

Aims, objectives and outcome

Provide a Counter Fraud service with the necessary resources to prevent, detect, investigate
and recover losses from any persons found to be committing fraud against the Council.

Ensure that recommendations made as a result of counter fraud investigations are given due
consideration and where appropriate, changes are implemented to protect the Council from
future occurrences.

Ensure that senior managers and Members support and promote a counter fraud culture and
take appropriate action where this is not supported by officers employed within the Council.

Protect all Council resources and assets to ensure that these are available for service

delivery, and not lost due to fraudulent activity carried out by Members, officers, contractors,
residents or customers.
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https://www.cifas.org.uk/secure/contentPORT/uploads/documents/FFCL%20-%20Strategy%20for%20the%202020%27s.pdf

Ensure that all available resources are utilised to identify fraud and emerging risks at the
earliest opportunity.

Support the Council’s zero-tolerance approach to fraud and corruption and ensure that all
persons that utilise the whistleblowing process are afforded protection in line with relevant
legislation.

Ensure that senior management support and encourage the participation in awareness
exercises which are developed for officers and Members in relation to fraud, whistleblowing,
money laundering

Key actions

The Strategy is designed to:
* encourage prevention
*  promote detection
* ensure effective investigation
+ prosecute offenders where appropriate

There is an expectation and requirement that all Members, employees, consultants,
contractors, partners and service users be fair and honest and, if able to do so, provide help,
information and support to assist any investigation of fraud and corruption.

This strategy explains how the Counter Fraud team will deliver this commitment and
provides advice on how concerns relating to fraud and corruption can be raised.

In adopting this strategy, the Council seeks to demonstrate clearly that it is firmly committed
to dealing with fraud and corruption and will deal equally with perpetrators from inside and
outside the Council.

This strategy document sets out the Council’s arrangements to fight Fraud and Corruption
and follows the five key principles identified in the Fighting Fraud and Corruption Locally
Strategy for the 2020’s:

Govern and have robust arrangements
*  Ensure that counter-fraud measures are embedded throughout the organisation;
and,
* Have a holistic approach to tackling fraud through good governance.

Acknowledge and understand fraud risks
+ Assess and understand the fraud risks that the Council faces;
*  Commit support and resource to tackling fraud, and take advantage of ‘invest to
save’ opportunities; and,
*  Maintain a robust counter fraud response.

Prevent and detect more fraud
* Make better use of information and technology;
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* Enhance fraud controls and processes across the Council, with managers leading
on this; and,

* Develop a more effective counter fraud culture which will be supported and
encouraged by Members and senior management.

Pursue and be robust in punishing fraud and recovering losses
» Prioritise fraud recovery and the use of civil sanctions;
+ Develop capability and capacity to punish fraudsters; and,
* Collaborate across local authorities and with law enforcement.

Protect against serious and organised crime
*  Protect individuals from becoming victims of crime; and,
*  Protect against the harm that fraud can do to the community.

Measures of performance

UItlmater performance will be judged by:
A strong anti-fraud culture leading to increased confidence, internally and externally.

* The perception by the residents that Havering is committed to tackling
fraud and corruption and has effective measures in place to combat it.

* Anincreased confidence in reporting suspected fraud and corruption.
* Areduction in the occurrence of fraud.

Statistics are maintained by the Counter Fraud team; these statistics are reported to the
Audit Committee on a quarterly basis and in the Head of Assurance Annual Report.

Timescales

The Strategy will be reviewed in three years or sooner if required by changes in legislation or
new guidance from Government.

Related documents

The Council has in place various relevant policies regarding fraud and corruption to support
the Anti-Fraud and Corruption Strategy:

*  Employee Code of Conduct

* Financial Framework / Regulations

*  Contract Standing Orders

*  Whistle-Blowing Policy

+ Disciplinary Policy

*  Anti-Bribery Policy

* Anti-Money Laundering Policy

*  Prosecution & Sanctions Policy

» Declarations of Interest Explanatory Notes and

»  Various I.T. Policies e.g. Access Policy, Acceptable Use, Email
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Consultation

Not applicable — This is a revision and update of an existing strategy intended to advise all
members of staff of the Council’s commitment to prevent fraud and corruption and the role
that they play to prevent and identify fraud and corruption

Authorisation and communication

The Strategy has been authorised by the Audit Committee and will be available on the
Council’s intranet.

Implementation and monitoring

The Council expects all individuals and organisations associated with it to be honest and fair
in their dealing with Council and its service users. Members and managers are expected to
lead by example in this respect, observing the Principles of Public Life as expressed by the
Nolan Committee:

+ Selflessness

* Integrity

+  Objectivity

*  Accountability
*  Openness

*  Honesty

* Leadership

Employees have an essential role in the prevention of fraud and corruption within their daily
duties and general conduct. All employees should be aware of and understand the Council’s
rules and regulations set out in the Employees Code of Conduct and Financial Framework.

Stakeholder Responsibilities
Senior Have ultimate responsibility for:
Leadership Team ¢ The arrangement and oversight of the Council’s prevention of

fraud and corruption, and for developing and maintaining a
counter fraud culture.

e To ensure there is an adequate resource to effectively deliver the
counter fraud activity required of the organisation.

Audit Committee | Have a duty to scrutinise the Council’s counter fraud arrangements to
ensure they are fit for purpose, and to review the policies that are in
place to prevent and investigate fraud against the Council. The
Committee receives quarterly fraud update reports regarding
investigation caseload.

External Audit Have a statutory duty to ensure that the Council has adequate
arrangements in place for the prevention and detection of fraud and
corruption.

9|Page



Internal Audit

Are responsible for evaluating the potential for the occurrence of fraud
and how the organisation manages the risk of fraud.

Counter Fraud

Are responsible for the prevention and investigation of fraud and
corruption, in addition to ensuring that all efforts are made to recover
any losses identified. To carry out both proactive and reactive counter
fraud initiatives and to manage and maintain an oversight of emerging
risks of fraud and corruption.

All Managers

Are responsible for managing the risk of fraud by ensuring that they
have adequate and robust policies and procedures in place to tackle the
risk of fraud and corruption. Occurrences or reasonable suspicions of
fraud should be referred to the Counter Fraud team promptly. The
consideration and where applicable, the implementation of
recommendations made as a result of investigations should be carried
out promptly.

Employees

Should always carry out all their duties with integrity and honesty and
report any suspicions of fraudulent activity to their manager, who in turn
should report their concerns to the Counter Fraud team. The
whistleblowing process is available should officers wish to report fraud
or corruption, and officers can utilise this if they wish to report matters
directly to the Counter Fraud team.

Members

As elected representatives, all members of the Council have a duty to
residents to protect the Council from all forms of abuse.

Elected members sign to confirm that they have read and understood
the national code of conduct when they take office. These conduct and
ethical matters are specifically brought to the attention of members
during induction and include the declaration and registration of interests.

The Chief Executive reminds Members annually of important points in
relation to their role as a Councillor in relation to prevention and
detection of fraud and corruption.

Public, Partners,
Suppliers,
Contractors and
Consultants

To be aware of the possibility of fraud and corruption against
the Council and report any genuine concerns/suspicions

Action plan

The Fighting Fraud and Corruption Locally Strategy for the 2020’s (FFCL) was designed for
English local authorities and was the result of collaboration by local authorities and key
stakeholders from across the counter fraud landscape. Its production and subsequent
implementation were overseen by an independent board, which includes representation from

key stakeholders.
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The FFCL strategy is based on the principles detailed in the introduction to this strategy;
govern, acknowledge, prevent, pursue and protect. These principles are adopted for the
purpose of this strategy as follows:

Govern

The Council has robust governance arrangements and uses a holistic approach to
tackle fraud and corruption.

Fraud risks are managed at director level and are service specific; ownership of key
fraud risks is seen as essential in ensuring that the prevention and investigation of
fraud is resourced appropriately.

Acknowledge

Prevent

Pursue

The Council has recognised the risk of fraud and has dedicated resources in place
to support management and the organisation in managing those risks and thus
achieving their shared objectives.

The risk of fraud is assessed by officers and emerging risks, where identified, are
considered by the Counter Fraud team and colleagues from other relevant services.
Officers employed within the Counter Fraud team are accredited investigators, with
experience of investigating and managing the risks of fraud.

The dedicated resources within the organisation review relevant publications and
attend seminars to ensure they are aware of emerging and changing fraud risks and
participate in London wide groups that seek to increase collaboration and share
best practice.

Fraud awareness is an important tool for managers and officers, along with
awareness of bribery, corruption, whistleblowing and money laundering. E-learning
exercises will be developed by the Counter Fraud team to provide an insight into
these areas. Managers should actively encourage and support officers to ensure
they have availability to participate in such exercises.

The Counter Fraud team will aid managers and officers to ensure they are aware of
the associated risks and what to do where risks are identified. Where investigations
or audits identify controls, policies and processes that may be subject to additional
risk, these will be pointed out along with recommendations to mitigate the risk.
Where disciplinary matters are identified during investigations, HR and
management will be informed in order that they may take relevant action. Where
appropriate, criminal prosecution will be considered.

The Counter Fraud team will work with Communications to publicise all relevant
counter fraud activity and criminal prosecutions in order to demonstrate the
Council’'s zero-tolerance approach.

Data sharing and the use of information technology are useful tools employed by
the Counter Fraud team. The team uses the National Fraud Initiative, Cifas and
credit reference agency information to identify the risk of fraud and where this may
be taking place. The Counter Fraud team will always consider any new initiatives
that use technology to manage the risk of fraud.

Fraud and corruption are serious offences against the Council and employees will
face disciplinary action if there is evidence that they have been involved in these
activities. Disciplinary action will be taken in addition to, or instead of, criminal
proceedings, depending on the circumstances of each individual case, but in a
consistent manner.

Members will face appropriate action under this strategy if they are found to have
been involved in fraud or corruption against the Council. Action will be taken in
addition to, or instead of, criminal proceedings, depending on the circumstances of
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each individual case, but in a consistent manner. Such cases, if not referred to the
police, will be referred to the Councils Monitoring Officer, Governance Committee or
Group Leader, as appropriate.

*  Appropriate sanctions will always be considered where fraud is identified, including
criminal prosecution where this is in the public interest.

+ The recovery of losses and any proceeds of crime will be considered in all
appropriate cases; financial investigators employed by the Counter Fraud team are
available to other enforcement services within the Council to recover proceeds of
crime on behalf of the Council.

« The Council has adopted a Prosecution & Sanctions Policy to ensure consistency,
whilst recognising that it may not always be in the public interest to refer cases for
criminal proceedings. Any matters considered for prosecution will be subject to the
Code for Crown Prosecutors, the evidential test and the Public Interest test.

Protect
* All necessary actions will be taken, including working with other local authorities
and fraud prevention agencies, to protect the Council from organised fraud and
corruption.
«  Fraud prevention measures, a key component in protecting the Council and
residents from fraud and corruption, will always be employed.

Fraud Risks

Fraud risks can change on a regular basis, with fraudsters constantly identifying new ways of
fraudulently obtaining financial benefits. The main risks currently facing the Council are:
+ Tenancy fraud, including application fraud, subletting, succession, assignment and
right to buy fraud,;
* Direct payment and other types of social care fraud, such as the wilful deprivation
or disposal of capital to qualify for support;
* Revenues, including Council tax support, discounts, exemptions and business
rates;
*  Procurement fraud;
*  Blue badge fraud;
*  Cyber dependent crime and cyber enabled fraud; and
+  Employee and contractor fraud.
*  No recourse to public funds fraud;

Counter Fraud Landscape

It is essential that officers employed within a fraud environment maintain an up-to-date
knowledge of current practices and trends and is involved with organisations that operate
within the counter fraud environment. To maintain an up-to-date knowledge and
understanding of the key fraud risks the Counter Fraud team:
» Attend London Borough Fraud Investigation Group (LBFIG) meetings;
+ Attend relevant conferences and meetings, such as National Anti-Fraud Network
(NAFN), National Fraud Initiative (NFI), Cipfa and Cifas;
»  Contributes to the annual Cipfa Counter Fraud and Corruption tracker;
* Has regular meetings with services to understand the risks they may be facing, or
that may be emerging;
* Reviews fraud referrals to identify patterns or trends; and,
+ Takes advantage of relevant training and development opportunities.
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Response plan for fraud and corruption allegations

The Counter Fraud Team is responsible for the investigation of all allegations of fraud and
corruption against the Council.

Investigations undertaken by the Counter Fraud Team must comply with codes of practice
and other regulated powers. All interviews and gathering of evidence must be conducted in
accordance with the Police and Criminal Evidence Act 1984 and the Regulation of
Investigatory Powers Act 2000.

As part of any investigation, the Council will ensure that:

* Any allegation is dealt with promptly and confidentially.

+ All evidence collected is recorded, stored securely and safely.

* Interviews undertaken by Counter Fraud are conducted fairly and in line with the
appropriate legislation.

* Human Resources and Legal Services are consulted where appropriate.

+ Relevant Directors and managers are informed of the progress of the investigation
as appropriate.

* Allinvestigations are conducted in a timely manner.

The investigation should consider whether sanctions that can be applied and redress that
will be sought against individuals who commit fraud, bribery and corruption against the
Council.

Each matter will be considered individually on its own facts and merits. However, applying a
consistent and thorough approach in all cases will ensure that:

* Investigations are undertaken in the most effective manner, including the gathering
and assessment of all relevant material which may form evidence of fraud, bribery,
corruption or related misconduct;

* The most appropriate sanction or combination of sanctions is sought where fraud,
bribery, corruption or related misconduct is identified.

The investigation will consider whether any of the following should apply:
» Disciplinary procedures should be initiated where an employee is suspected of
being involved in a fraudulent or illegal act;
»  Civil or criminal prosecution action should be taken;
*  The matter should be referred to the Police;
* Changes are required to the Council’s procedures; and
* Any other action should be recommended.

At the conclusion of our investigation, the investigating officer will report their findings to the
relevant managers, Director, Head of Human Resources and where appropriate the
Executive Director of Resources (Section 151 Officer).

Any decision to prosecute or to refer a matter to the police will be taken, in accordance with
the relevant policy, by the Counter Fraud Manager in consultation with the Service Director
and Director of Legal Services.

Where necessary, the individual who is subject to the investigation will be informed by the
Head of Human Resources of the outcome in writing and advised of what action, if any is to
be taken.

Detailed guidance for auditors relating to the conduct of investigations are included in the
Counter Fraud manual.
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When fraud or corruption has occurred because of a breakdown or weakness in the
Council’s systems or procedures, Managers will ensure that appropriate improvements in
systems of control are implemented to prevent a reoccurrence.

Conclusion

The Council sets and maintains high ethical standards and a culture of openness, with core
values of accountability and transparency. This strategy fully supports the Council’s desire to
maintain an honest Council, free from fraud and corruption.

The Council has in place a network of rules, policies, systems and procedures to assist it in
the fight against fraud and corruption. These arrangements will be subject to continuous
review to ensure they continue to be fit for purpose and adapt as required as risks change.

Monitoring actions and performance

Investigation activity itself does not represent the outcomes of our counter fraud work. We
recognise that by preventing fraud we will reduce losses and the delivery of our counter
fraud work plan will improve overall outcomes and achieve the aims & objectives of this
Strategy. We will measure the effectiveness of our counter fraud arrangements by focusing
on outcomes such as:

* High levels of fraud awareness (survey results/ attendance at training sessions)

»  Zero tolerance to fraud (number of referrals I disciplinary results)

* Reduced losses through fraud-proofing policy and systems

* Levels of recovery

* Levels of reporting

+ Delivery of the annual counter fraud work plan (ensuring best practice)

* Reducing the risk of fraud thereby protecting Council resources

»  Successful prosecutions and other sanctions

We will monitor these outcomes using a range of measures which will be reported to the
Council's Audit Committee and published in our Annual Counter Fraud Report.

In addition, the Council will seek assurance from External and Internal Audit to ensure best
practice is followed and sufficient resources are available.

Evaluation and review

The strategy will be reviewed every three years with the policies that relate to the
team operationally, taking into account any legislative changes, best practice and
any organisational learning.

The Strategy will be updated by the Counter Fraud Manager and authorised by the Audit
Committee.

Further information

The latest version of the Strategy and all supporting documents can be obtained from either
contacting the Head of Assurance or the Corporate Fraud Manager or
fraud@havering.gov.uk
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CIPFA’s Code of Practice on Managing the Risk of Fraud and Corruption —
www.cipfa.org/policy-and-guidance/reports/code-of-practice-on-managing-the-risk-of-fraud-

and-corruption

The Anti-Fraud and Corruption Strategy does not have a mandatory training requirement but
the following training is recommended:
e Anti-bribery and Corruption

e Anti-Money Laundering
e Fraud Prevention

e The Bribery Act 2010

e  Whistleblowing

Regulations and Legislation

Relevant acts and legislation are listed below. Current legislation of direct relevance
includes, but not restricted to:
*  Fraud Act 2006

*  Theft Act 1968 and 1978

*  Bribery Act 2010

*  Computer Misuse Act 1990

*  Police and Criminal Evidence Act 1984

* Regulation of Investigatory Powers Act 2000
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