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Outline for the session

« Understanding the world we live in today

 What are the dangers for children and young
people

 How can we manage the risks

 How can we support children and young people
to make good decisions
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Grooming

29% of children in the UK have had online contact with
people they had not met before - EU Kids Online Il

12% of 8-11 year olds and 24% of 12-15 year olds say that
they use social networking sites to communicate with
people not directly known to them - Ofcom

The Child Exploitation and Online Protection Centre
(CEOP) receives more than 600 reports of grooming a

month
UC |

UK COUNCIL FOR CHILD INTERNET SAFETY
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Other issues

o 13% of 12-15 year olds are happy to share their email
with ‘friends of friends’ or ‘anyone’. Children are
happier to share photos and feelings online compared to
sharing personal contact details - Ofcom

o Around 25% of 8-15 year olds with a social networking
profile have it set to open, either to anyone or to friends
and their friends - Ofcom

o 41% of 12-15 year olds have a smartphone and around
half use it for social networking on a weekly basis -
Ofcom %m!m




Social media and identity

Social media is used as an extension of offline friendships

Girls face an intensification of the ‘image-focused’ pressures that
exist in the offline world. Getting an acceptable number of ‘likes’ and
positive comments was very important and they put a lot of effort
Into curating their online image.

The pressures on boys are more about acting ‘tough’ or being
‘laddish’. Boys appeared to be subject to pressures around testing
boundaries, and social media seemed to provide a space where

male friendship groups might act more 'tough' and rude than they
would in real life.

Some children had indirect experience of sexting and other risky
online social behaviour

Children often over-estimate the privacy afforded by social media
For example, posting things to social media that they wouldn'’t feel
comfortable showing to their parents, despite never having checked
their privacy settings.

Research Highlights for Children’s Online Safety April 2016, UKCCIS
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Main findings of recent surveys

 Range and Extent of Unsupervised Access
e Children playing games that are not age-appropriate

e Children worry about fairness and kindness, adults
worry about pornography and terrorism — we need
to listen to the concerns of children

* Onine Safety needs to be embedded across all ages
and phases from the youngest age



What computer games do you

play?

Do you know their age ratings
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Age ratings are systems
used to ensure that
entertainment content, such
as films, videos, DVDs, and
computer games, are clearly
labelled for the age group for
which they are most
suitable.
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http://www.youtube.com/watch?feature=player_embedded&v=1-zLrjDpH34
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T ull 64% @ 27:23

x Nuesnapchatimages s The internet and social media is leaving young people
BEE o -« ve - a_ 'more at risk of mental health problems'

Sections
18:58, 18 SEP 2016 UPDATED 18:58, 18 SEP 2016 BY KATHERINE CLEMENTINE

Technology A study found university-aged students addicted to social media sites, online videos
and browsing the web are more likely to suffer from depression, anxiety,

Nude 'Snapchat images' put online by impulsiveness, inattention, executive functioning or ADHD

hackers

By Dave Lee

Technology reporter, BBC News

(© 10 October 2014 Technology

Obama; SomaLmedna explosion has B
glven power to the powerless

When Rresident Obamarand UN Secretary General Ban Ki-maonh
came into power, the'mobile Internet and social media.were still.in
their infancy.

Snapchat messages are meant to "disappear” after a
short time

©Havering Education Services



€ Digital footprints

@ Respect and manners

® Who can view their content?

@ Keep their personal
iInformation safe

Q) Reporting



D Adult content

© Hurtful and harmful content
@ Reliable information
O lllegal downloading



© Online friends
O Privacy settings
@ Grooming

& Cyberbullying
Q) Tell someone they trust!



w Commercialism

O Advertising
@ In-app purchases
€ Pop ups
&) Spam




What can | do right now?

. . . . \' . ' . \. 'I'

D Open dialogue with your child

D Family agreement

D Consider filtering and blocking software
D Think before you/they post

D Understand the laws

D Privacy settings and reporting

D Save the evidence and report the incident
D Age ratings on apps and games

D Protect their personal information

Sign up to the
UK Safer
Internet Centre
newsletter at:

saferinternet.org.uk

9,




gy ;
¢ Havering
g LONDON BOROUGH

Sexting/Nude Selfies
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Is 1t legal?

* Indecent photos of ul8s are images of child
abuse

» Taking the photo is illegal — even if you take a
photo of yourself

« Sending the photo to someone else is illegal
« Sharing the photo further is illegal
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Why is this a problem?

« The minute you pass on an image you have |ost
control of it — you can never regain control

* Images remain in cyberspace for a long time —
forever?

 88% of illegal images of teenagers are ‘home
made’ and a majority are stolen
(IWF — following an analysis of 12,000 images)
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Exposed — Secondary age
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thinkuknow — Nude Selfies

Film 1 helps you understand the reasons why young people create and share nude or nearly nude images

Nude Selfies- Film 1 of 4 <

y

www.thinkuknow.co.uk/parents

©Havering Education Services
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www.Internetmatters.org

What are your children doing online?

Learn more about the activities, technologies and sites they may be visiting

d the step-by-step guide,

. . . . . . click '‘Parental Controls ON' 3
Social networking  Online gaming Apps Guide Chatting sw when you're done. Features and Benefits
The EE Content Lock default is set to Moderate to block adult
cess to social networking. Yo, i i
parenial Controls @ ntent and also un-moderate@AUENEIEE LR LEEIES

P : if you're
Content blocking will only wor » OF Ty
. having trouble click Extra Help.
Extra Help not the home WiFi. 2 3

EE Content Lock

Back '

What restrigtigns can I apply? 4

©Havering Education Services


http://www.internetmatters.org/
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Mobile phone advice

Know how the child’s phone works
Always have a password / pincode on the mobile phone

Agree the type of content that you would be happy for them
to download, knowingly receive or send on to others

Save any inappropriate messages/images - its evidence
Decide together what are acceptable bills

Encourage balanced use — switching off at mealtimes,
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What can families do?

e |nstall software to protect the computer’s security
e Be careful which sites the rest of the family visit

e Use a family email address for shopping and online
forms

e Use the free technology: pop-up blockers & SPAM

filters; and your good judgement: do not reply to
SPAM.

e Check sites for extra security (padlock/https)

©Havering Education
Services
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What can families do?

e Use child-friendly search engines or set a
search filter, try Yahoo! Kids,KidsClick or
WwWWw.primaryschoolict.com

« Use browser tools — Bookmarks & View History
 Install filtering (but don’t rely on it)

* Find appropriate sites to visit and try not to
overreact if accidents happen.

©Havering Education
Services
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Where to go for advice?

ACE CUIDES ISSUES TECHNOLOCIES ARTICLES Search

.
( ) UK Safer - :
' Infernet Homs About Advice andresowrces Research  Need hel ;nternet

matters.org

57% ®f parents dOn’'t use
any parental c@ntr®l settings
Advice and reso ®n their h@me computers.

Childnet g

Here you can find a wealth of teaching maty O International
organisations, 1o help educators support yo

Young people  Teachers and Professionals Parents and Carers Prass and Policy Whatwe do  Mew for Schools  Support Us ® o 0 0 o

Where do I start?

Internet Day can provide a fantastic oppor

and there are rhary opporty nities to bring in u St M e Content on here are some simple things you could do today. You'll find more
. r s to expert advice in our age guide pages.

curriculum throughout the year.

Propaganda
From the UK Safer Internet Centre: Thlnklng critically aboyt e 9
Childnet's area for Teac what you see online Contact o

A primary and secondary resource designed to @
support teachers in exploring critical thinking online.

Welcome to Childnet International, [ gi¥ii=| s
a non-profit organisation working
with others to help make the
internet a great and safe place for
children.

Introducing a family agreement in your household can help you put
boundaries in place buffly/2co5nZ5 pic twitter.com/4LIcS2EIz2

0013 hours w3

L What will the Digital Leaders Programme bring fo your school? Find
out more here: buff.lyi2cNm7aR pic.twitter.com/mc8aHA2zvT
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The internet — an inspiring and positive place

The intemet is an amazing resource which enables children and young people to connect, communicate and be creative in a number of
different ways, on a range of devices. However, the internet is always changing, and being able to keep up to date with your children's use

of technology can be a challenge. You may sometimes fee! that your children have better technical skills than you do, however children and
young people still need advice and protection when it comes 1o managing their lives enline.

Issues that your child may encounter on the internet will vary depending on their age and online activities. We have grouped potential online
isks info these 4 categories.

Conduct:

Children need to be aware of the impact that their online activity can have on both themselves and ather people, and the digital

footprint that they create on the internet. It easy to feel anonymous online and it's important that children are aware of who is able

to view, and potentially share, the information that they may have posted. When using the internet, it's important to keep personal
information safe and not share it with strangers. Discuss with your child the importance of reporting inappropriate conversations, messages,

- images and behaviours and how this can be done.
Facebook-Checklist J&
Content:
Some online content is not suitable for children and may be hurtful or harmful. This is true for content accessed and viewed via
S social networks, online games, blogs and websites. It's important for children to consider the refiability of anline material and be:

aware that it might not be frue o written with a bias. Ghildren may need your help as they begin to assess content in this way.
There can be legal conseqguences for using or downioading copyrighted content, without seeking the author’s permission.

Contact:

o It is important for children to realise that new friends made online may not be who they say they are and that once a friend is
added to an online account, you may be sharing your personal information with them. Regularly reviewing friends lists and
removing unwanted contacts is a useful step. Privacy settings online may also allow you to customise the information that each

friend is able to access. If you have concerns that your child is, or has been, the subject of inappropriate sexual contact or approach by

another person, it's vital that you report it to the police via the Child Exploitation and Online Protection Gentre (www.ceop.police.uk). If your

«child is the victim of cyberbullying, this can also be reported online and offiine. Reinforce with your child the importance of telling a trusted

adult straight away if someone is bullying them or making them feel uncomiortable, or if one of their friends is being bulied online.

Commercialism:

Young people’s privacy and enjoyment online can sometimes be affected by advertising and marketing schemes, which can

also mean inadvertently spending money online, for example within applications. Encourage your children to keep their personal

information private, learm how to block both pop ups and spam emails, tum off in-app purchasing on devices where possible, and
use afamily email address when filing in online forms.

INFORMATION & ONLINE RESOURCES
1. UK SAFER INTERNET CENTRE YOUNG CHILDREN

UK Safer Internet Centre: The European Commission appointed UK Safer

UK Safer three partners; Childnet International, the South West Grid for Leaming and the Intemet Watch

Infernet  Foundation. Together we raise awareness about internet safety, develop information materials and

ntre resources and organise high profile events such as Safer Internet Day. You can access a range of
wwwsatinemetog ok resources from across the UK, Europe and wider afield at ww org.uk/parents.

=De

Children love using technology and are learning to navigate websites, online
games and consoles, and touch screen technology like iPads and smartphones

ternet

. Childnet: Childnet International is a non-profit organisation working in partnership with others around the from a younger and younger age.

& Ch | | d n et world to help make the internet a great and safe place for children. The Childnet website hosts all the - : — - R . - m— =

» International online resources detailed below, as well as a number of recommended resources for young people, N 'La‘est Of(jom r,s.esearcr, has fhown. that 91 ID,O\f o—j 5 year olds live in c.x household with m‘temet access

: d teachers. The Parents and Carers area also contains key advice, information on and over a third of all 3_74 year olds are now accessing the intemet in @eur homes. We know that
Registered UK Charity: parentls, carers an, S S TN Y % 5 children need support in these environments, to get the best out of using the internet, and there are real
1080173 reporting and detailed information on a range of e-safety topics in the Hot toplcs section. advantages in making sure that children are supported in their internet use right from the start
VWW ildnet.com
. % " . . . . These eight frequently asked questions will provide you with useful information and tips that you can put
South West Grid for Learning: The South West Grid for_ Learnxng (SWGHL) is a nqt for profit, charlt_abte into place at home, to help keep your youngest children safe online.
- trust dedicated to the advancement of education through information and communication technologies. . .
( ) SWG They provide safe, supported broadband internet, teaching and learning services for 2,500 schools in the =)\

N = South West of England and e-safety education and training regionally, nationally and internationally. They \ \

hat Click
Registered UK Charity:
1120354

Education t

provide professionals, parents and children with advice, resources and support to use internet i
technologies safely to enhance learning and maximise potential. e |

©Havering Educatiot: od: ¥l
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Role of Safeguarding
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Safeguarding Children

1. Safeguarding children - the action we take to promote the welfare
of children and protect them from harm - is everyone’s
responsibility. Everyone who comes into contact with children
and families has a role to play.

2. Safeguarding is defined as:
- protecting children from maltreatment;
- preventing impairment of children's health or development;

- ensuring that children grow up in circumstances consistent with
the provision of safe and effective care; and

taking action to enable all children to have the best outcomes

e Working Together to Safeqguard Children, revised edition, HM Government,
2006, 2010, 2013 and 2015

e Children Act 2004
e Keeping Children Safe in Education 2016

< H ave I"I n q Ha\/eﬂﬂg education S@F\/i?




Duty to co-operate and refer

Professionals must escalate to the Designated
Safeguarding Lead on the same working day if a child:

— Is suffering significant harm through abuse or
neglect

— Is likely to suffer significant harm in the future

The DSL must make a referral on the same working day
to early help or MASH if the case may reach threshold.

9?‘ o 4, ©
e A
3




Disclosures of Abuse (1)

e Never promise confidentiality

e Don’t ask leading questions; Clarify the concerns
(who, what, where, when), do not attempt to
interview the child

e Tell the child that you are taking what they are
saying or expressing seriously

e Offer re-assurance that they will be kept safe and
explain what action will be taken

e Tell the child you will need to tell someone who can
help

Have”nq Haveringeducationservices
T\& LONDON BoROUGH




Disclosures of Abuse (2)

e Report all information to your DSL
immediately, on the same working day

* Record what the child has said and done, and
what you said

%+ LONDON BOROUGH



What next

e Your DSL will tell you the actions that they will take

If you are not happy with their response...

e escalate your concern to your Headteacher
Same working day

e if your Headteacher is the DSL escalate your concern
to your Chair of Governors and the LADO (Local
Authority Designated Officer)

Same working day

(see your schools Managing Allegations & Whistleblowing Policy)

Have”nq Havering educationservices
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Whistleblowing

What about if you are worried about an
adult in a setting?

e Their behaviour with children

e Their relationship with children (offline
or online or both)

e The things they say (offline or online or
both)

e Their attitude to safeguarding

Haveringeducation servi@




Worried about an adult ....

e |f worried about any adult in your school —tell your
headteacher
same working day

e |f you are worried about your headteacher —tell your
chair of governors and the LADO
(Local Authority Designated Officer)
same working day
(see your schools Managing Allegations & Whistleblowing Policy)

Have”nq Havering educationservices
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MASH & LADO contact

MASH Team

01708 433222 (day)
01708 433999 (night)

LADO

lado@havering.gov.uk
01708 431653

Haveringeducation servi@
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	•Spam 
	•Spam 
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	Open dialogue with your child 
	Open dialogue with your child 
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	Privacy settings and reporting 
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	Save the evidence and report the incident 
	Save the evidence and report the incident 
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	Sign up to the UK Safer Internet Centre newsletter at: 
	Sign up to the UK Safer Internet Centre newsletter at: 
	 
	saferinternet.org.uk  
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	Sexting/Nude Selfies  
	Sexting/Nude Selfies  
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	Is it legal? 

	•Indecent photos of u18s are images of child abuse 
	•Indecent photos of u18s are images of child abuse 
	•Indecent photos of u18s are images of child abuse 
	•Indecent photos of u18s are images of child abuse 

	•Taking the photo is illegal – even if you take a photo of yourself 
	•Taking the photo is illegal – even if you take a photo of yourself 

	•Sending the photo to someone else is illegal 
	•Sending the photo to someone else is illegal 

	•Sharing the photo further is illegal 
	•Sharing the photo further is illegal 
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	Why is this a problem? 

	•The minute you pass on an image you have lost control of it – you can never regain control 
	•The minute you pass on an image you have lost control of it – you can never regain control 
	•The minute you pass on an image you have lost control of it – you can never regain control 
	•The minute you pass on an image you have lost control of it – you can never regain control 

	•Images remain in cyberspace for a long time – forever? 
	•Images remain in cyberspace for a long time – forever? 

	•88% of illegal images of teenagers are ‘home made’ and a majority are stolen  (IWF – following an analysis of 12,000 images) 
	•88% of illegal images of teenagers are ‘home made’ and a majority are stolen  (IWF – following an analysis of 12,000 images) 
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	Mobile phone advice 

	•Know how the child’s phone works 
	•Know how the child’s phone works 
	•Know how the child’s phone works 
	•Know how the child’s phone works 


	 
	•Always have a password / pincode on the mobile phone  
	•Always have a password / pincode on the mobile phone  
	•Always have a password / pincode on the mobile phone  

	•Agree the type of content that you would be happy for them to download, knowingly receive or send on to others   
	•Agree the type of content that you would be happy for them to download, knowingly receive or send on to others   

	•Save any inappropriate messages/images - its evidence  
	•Save any inappropriate messages/images - its evidence  

	•Decide together what are acceptable bills  
	•Decide together what are acceptable bills  

	•Encourage balanced use – switching off at mealtimes,  
	•Encourage balanced use – switching off at mealtimes,  
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	•Install software to protect the computer’s security 
	•Install software to protect the computer’s security 
	•Install software to protect the computer’s security 
	•Install software to protect the computer’s security 

	•Be careful which sites the rest of the family visit 
	•Be careful which sites the rest of the family visit 

	•Use a family email address for shopping and online forms 
	•Use a family email address for shopping and online forms 

	•Use the free technology: pop-up blockers & SPAM filters; and your good judgement: do not reply to SPAM. 
	•Use the free technology: pop-up blockers & SPAM filters; and your good judgement: do not reply to SPAM. 

	•Check sites for extra security (padlock/https) 
	•Check sites for extra security (padlock/https) 
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	•Use child-friendly search engines or set a search filter, try Yahoo! Kids,KidsClick or www.primaryschoolict.com•Use browser tools – Bookmarks & View History•Install filtering (but don’t rely on it)•Find appropriate sites to visit and try not to overreact if accidents happen.
	•Use child-friendly search engines or set a search filter, try Yahoo! Kids,KidsClick or www.primaryschoolict.com•Use browser tools – Bookmarks & View History•Install filtering (but don’t rely on it)•Find appropriate sites to visit and try not to overreact if accidents happen.
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	Safeguarding Children 
	1.Safeguarding children - the action we take to promote the welfareof children and protect them from harm - is everyone’sresponsibility. Everyone who comes into contact with childrenand families has a role to play.
	1.Safeguarding children - the action we take to promote the welfareof children and protect them from harm - is everyone’sresponsibility. Everyone who comes into contact with childrenand families has a role to play.
	2.Safeguarding is defined as:
	-protecting children from maltreatment;
	-preventing impairment of children's health or development;
	-ensuring that children grow up in circumstances consistent withthe provision of safe and effective care; and
	-taking action to enable all children to have the best outcomes
	•Working Together to Safeguard Children, revised edition, HM Government,2006, 2010, 2013 and 2015
	•Working Together to Safeguard Children, revised edition, HM Government,2006, 2010, 2013 and 2015
	•Working Together to Safeguard Children, revised edition, HM Government,2006, 2010, 2013 and 2015

	•Children Act 2004
	•Children Act 2004

	•Keeping Children Safe in Education 2016
	•Keeping Children Safe in Education 2016
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	Duty to co-operate and refer 
	Duty to co-operate and refer 

	Professionals must escalate to the Designated Safeguarding Lead  on the same working day if a child: 
	Professionals must escalate to the Designated Safeguarding Lead  on the same working day if a child: 
	–Is suffering significant harm through abuse orneglect
	–Is suffering significant harm through abuse orneglect
	–Is suffering significant harm through abuse orneglect
	–Is suffering significant harm through abuse orneglect

	–Is likely to suffer significant harm in the future
	–Is likely to suffer significant harm in the future
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	The DSL must make a referral on the same working day to early help or MASH if the case may reach threshold. 
	P
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	Disclosures of Abuse (1) 
	Disclosures of Abuse (1) 

	•Never promise confidentiality 
	•Never promise confidentiality 
	•Never promise confidentiality 
	•Never promise confidentiality 

	•Don’t ask leading questions; Clarify the concerns (who, what, where, when), do not attempt to interview the child 
	•Don’t ask leading questions; Clarify the concerns (who, what, where, when), do not attempt to interview the child 

	•Tell the child that you are taking what they are saying or expressing seriously 
	•Tell the child that you are taking what they are saying or expressing seriously 

	•Offer re-assurance that they will be kept safe and explain what action will be taken 
	•Offer re-assurance that they will be kept safe and explain what action will be taken 

	•Tell the child you will need to tell someone who can help 
	•Tell the child you will need to tell someone who can help 
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	Disclosures of Abuse (2) 
	•Report all information to your DSL immediately, on the same working day 
	•Report all information to your DSL immediately, on the same working day 
	•Report all information to your DSL immediately, on the same working day 
	•Report all information to your DSL immediately, on the same working day 

	•Record what the child has said and done, and what you said 
	•Record what the child has said and done, and what you said 
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	What next 
	•Your DSL will tell you the actions that they will take  
	•Your DSL will tell you the actions that they will take  
	•Your DSL will tell you the actions that they will take  
	•Your DSL will tell you the actions that they will take  


	If you are not happy with their response… 
	•escalate your concern to your Headteacher Same working day  
	•escalate your concern to your Headteacher Same working day  
	•escalate your concern to your Headteacher Same working day  

	•if your Headteacher is the DSL escalate your concern to your Chair of Governors and the LADO (Local Authority Designated Officer) Same working day 
	•if your Headteacher is the DSL escalate your concern to your Chair of Governors and the LADO (Local Authority Designated Officer) Same working day 


	(see your schools Managing Allegations & Whistleblowing Policy)  
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	What about if you are worried about an adult in a setting? 
	What about if you are worried about an adult in a setting? 
	•Their behaviour with children 
	•Their behaviour with children 
	•Their behaviour with children 

	•Their relationship with children (offline or online or both) 
	•Their relationship with children (offline or online or both) 

	•The things they say (offline or online or both) 
	•The things they say (offline or online or both) 

	•Their attitude to safeguarding 
	•Their attitude to safeguarding 
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	Worried about an adult …. 
	Worried about an adult …. 

	•If worried about any adult in your school – tell your headteacher  same working day 
	•If worried about any adult in your school – tell your headteacher  same working day 
	•If worried about any adult in your school – tell your headteacher  same working day 
	•If worried about any adult in your school – tell your headteacher  same working day 

	•If you are worried about your headteacher – tell your chair of governors and the LADO  (Local Authority Designated Officer) same working day (see your schools Managing Allegations & Whistleblowing Policy)  
	•If you are worried about your headteacher – tell your chair of governors and the LADO  (Local Authority Designated Officer) same working day (see your schools Managing Allegations & Whistleblowing Policy)  
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	MASH & LADO contact 
	MASH Team  
	MASH Team  
	 01708 433222 (day)   01708 433999 (night) 
	 
	LADO  
	 
	 
	lado@havering.gov.uk
	lado@havering.gov.uk

	  01708 431653  

	 






