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Outline for the session 

• Understanding the world we live in today 

• What are the dangers for children and young 

people 

• How can we manage the risks 

• How can we support children and young people 

to make good decisions  
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Tablets & Phones – the New Generation 

2000 2016 



Grooming 
29% of children in the UK have had online contact with 

people they had not met before - EU Kids Online II  

 

12% of 8-11 year olds and 24% of 12-15 year olds say that 

they use social networking sites to communicate with 

people not directly known to them – Ofcom  

 

The Child Exploitation and Online Protection Centre 

(CEOP) receives more than 600 reports of grooming a 

month  

 



Other issues 
 13% of 12-15 year olds are happy to share their email 

with ‘friends of friends’ or ‘anyone’. Children are 

happier to share photos and feelings online compared to 

sharing personal contact details - Ofcom  

 

 Around 25% of 8-15 year olds with a social networking 

profile have it set to open, either to anyone or to friends 

and their friends - Ofcom  

 
 41% of 12-15 year olds have a smartphone and around 

half use it for social networking on a weekly basis - 

Ofcom  
 



Social media and identity  
• Social media is used as an extension of offline friendships 

• Girls face an intensification of the ‘image-focused’ pressures that 

exist in the offline world. Getting an acceptable number of ‘likes’ and 

positive comments was very important and they put a lot of effort 

into curating their online image.  

• The pressures on boys are more about acting ‘tough’ or being 

‘laddish’. Boys appeared to be subject to pressures around testing 

boundaries, and social media seemed to provide a space where 

male friendship groups might act more 'tough' and rude than they 

would in real life.  

• Some children had indirect experience of sexting and other risky 

online social behaviour   

• Children often over-estimate the privacy afforded by social media 

For example, posting things to social media that they wouldn’t feel 

comfortable showing to their parents, despite never having checked 

their privacy settings. 

                          Research Highlights for Children’s Online Safety April 2016, UKCCIS 

  



Main findings of recent surveys 

• Range and Extent of Unsupervised Access 

• Children playing games that are not age-appropriate 

• Children worry about fairness and kindness, adults 
worry about pornography and terrorism – we need 
to listen to the concerns of children     

• Onine Safety needs to be embedded across all ages 
and phases from the youngest age 

 



 

What computer games do you 

play?  

Do you know their age ratings? 
  

Age ratings are systems 

used to ensure that 

entertainment content, such 

as films, videos, DVDs, and 

computer games, are clearly 

labelled for the age group for 

which they are most 

suitable.  

http://www.youtube.com/watch?feature=player_embedded&v=1-zLrjDpH34
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• Digital footprints 

• Respect and manners 

• Who can view their content? 

• Keep their personal 

information safe 

• Reporting 



• Adult content 

• Hurtful and harmful content 

• Reliable information 

• Illegal downloading 



• Online friends 

• Privacy settings 

• Grooming 

• Cyberbullying 

• Tell someone they trust! 



• Advertising 

• In-app purchases 

• Pop ups 

• Spam 



Open dialogue with your child 

Family agreement 

Consider filtering and blocking software 

Think before you/they post 

Understand the laws 

Privacy settings and reporting 

Save the evidence and report the incident 

Age ratings on apps and games 

Protect their personal information 

Sign up to the 

UK Safer 

Internet Centre 

newsletter at: 

 
saferinternet.org.uk  



Sexting/Nude Selfies 

 



Is it legal? 

• Indecent photos of u18s are images of child 

abuse 

• Taking the photo is illegal – even if you take a 

photo of yourself 

• Sending the photo to someone else is illegal 

• Sharing the photo further is illegal 



Why is this a problem? 

• The minute you pass on an image you have lost 

control of it – you can never regain control 

• Images remain in cyberspace for a long time – 

forever? 

• 88% of illegal images of teenagers are ‘home 

made’ and a majority are stolen  

(IWF – following an analysis of 12,000 images) 



Exposed – Secondary age 



thinkuknow – Nude Selfies 
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www.thinkuknow.co.uk/parents 



www.internetmatters.org  

 

©Havering Education Services 

http://www.internetmatters.org/


Mobile phone advice 

• Know how the child’s phone works 
 
• Always have a password / pincode on the mobile phone 

 
• Agree the type of content that you would be happy for them 

to download, knowingly receive or send on to others  
 

• Save any inappropriate messages/images - its evidence 
 

• Decide together what are acceptable bills 
 

• Encourage balanced use – switching off at mealtimes,  

 
 

 



What can families do? 
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Services 

• Install software to protect the computer’s security 

• Be careful which sites the rest of the family visit 

• Use a family email address for shopping and online 
forms 

• Use the free technology: pop-up blockers & SPAM 
filters; and your good judgement: do not reply to 
SPAM. 

• Check sites for extra security (padlock/https) 



What can families do? 
• Use child-friendly search engines or set a 

search filter, try Yahoo! Kids,KidsClick or 

www.primaryschoolict.com

• Use browser tools – Bookmarks & View History

• Install filtering (but don’t rely on it)

• Find appropriate sites to visit and try not to 
overreact if accidents happen.
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http://kids.yahoo.com/
http://www.primaryschoolict.com/


Where to go for advice? 



Resources for you 

to take away 
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Role of Safeguarding 
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Safeguarding Children 
1. Safeguarding children - the action we take to promote the welfare

of children and protect them from harm - is everyone’s
responsibility. Everyone who comes into contact with children
and families has a role to play.

2. Safeguarding is defined as:

- protecting children from maltreatment;

- preventing impairment of children's health or development;

- ensuring that children grow up in circumstances consistent with
the provision of safe and effective care; and

- taking action to enable all children to have the best outcomes

• Working Together to Safeguard Children, revised edition, HM Government,
2006, 2010, 2013 and 2015

• Children Act 2004

• Keeping Children Safe in Education 2016



Duty to co-operate and refer 

Professionals must escalate to the Designated 
Safeguarding Lead  on the same working day if a child: 

– Is suffering significant harm through abuse or
neglect

– Is likely to suffer significant harm in the future

The DSL must make a referral on the same working day 
to early help or MASH if the case may reach threshold. 



Disclosures of Abuse (1) 
• Never promise confidentiality 

• Don’t ask leading questions; Clarify the concerns 
(who, what, where, when), do not attempt to 
interview the child 

• Tell the child that you are taking what they are 
saying or expressing seriously 

• Offer re-assurance that they will be kept safe and 
explain what action will be taken 

• Tell the child you will need to tell someone who can 
help 



Disclosures of Abuse (2) 

• Report all information to your DSL 
immediately, on the same working day 

• Record what the child has said and done, and 
what you said 

 



What next 
• Your DSL will tell you the actions that they will take 

 

If you are not happy with their response… 

• escalate your concern to your Headteacher 
Same working day  

• if your Headteacher is the DSL escalate your concern 
to your Chair of Governors and the LADO (Local 
Authority Designated Officer) 
Same working day 

(see your schools Managing Allegations & Whistleblowing Policy) 

 



Whistleblowing 
What about if you are worried about an 
adult in a setting? 

• Their behaviour with children 

• Their relationship with children (offline 
or online or both) 

• The things they say (offline or online or 
both) 

• Their attitude to safeguarding 



Worried about an adult …. 

• If worried about any adult in your school – tell your 
headteacher  
same working day 

• If you are worried about your headteacher – tell your 
chair of governors and the LADO  
(Local Authority Designated Officer) 
same working day 
(see your schools Managing Allegations & Whistleblowing Policy) 

 



MASH & LADO contact 

MASH Team  

 01708 433222 (day)  
 01708 433999 (night) 
 

LADO  

 lado@havering.gov.uk 
 01708 431653  

 

mailto:lado@havering.gov.uk
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	The DSL must make a referral on the same working day to early help or MASH if the case may reach threshold. 
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	 01708 433222 (day)   01708 433999 (night) 
	 
	LADO  
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	  01708 431653  

	 






